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1. INTRODUCTION

The way that contemporary organizations function is being revolutionized by machine learning.
From finding connections and patterns to performing complex classifying and regression tasks, it can be
utilized to automate and enhance a variety of business operations [1]. However, deep learning models and the
algorithms that depend on them are seriously threatened by adversarial attacks. An adversarial example is
created when original data is slightly altered, leading a model to predict wrong results. This is particularly
troubling for the cybersecurity field because examples of aggressive cyberattacks that might avoid detection
can seriously harm an enterprise [2].

One of three settings—black-, gray-, or white-box—can be used to generate the data manipulations
that lead to an aggressive example, depending on the technique used. The former only asks about a model's
projections, whereas the later requires complete access to its inner workings and may additionally need to
know the framework of the model or collection of features [3]. Despite machine learning's intrinsic
vulnerability to these instances, a number of defense techniques can increase a model's resilience. One
popular method is competition training, which entails adding to the training data with examples produced by
several different attack techniques. Critical National Infrastructure (CNI) categories including producing
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goods, power and energy systems, water purification facilities, gas and oil factories and healthcare all heavily
rely on Industrial Control Systems (ICS). Because they were embedded in separated platforms without
having access to the Internet and operated on software and hardware that is proprietary, ICS platforms and its
constituent parts were traditionally safe from assaults.

However, in order to enable remote administration and management features, it has become
necessary for connections to elements of ICS and to additional networks as the globe grows more and more
interdependent [4]. 1CSs are now vulnerable to a variety of privacy flaws as result of this. These systems are
now a desirable target for the perpetrator due to their significance. Because these systems manage activities
in the real world, cyberattacks attacking them could have a significant impact on the physical environment in
which they function and, in turn, on their consumers. Thus, it makes sense that the security concerns
pertaining to these technologies have spread around the world. Therefore, it is more crucial than ever to
create strong, safe, and effective systems for identifying and thwarting cyberattacks in ICS infrastructure
which is depicted in Figure 1.
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Figure 1. Architecture of ICS

1.1 Recent Progresses and Motivation

The increasing difficulty of cyber threats urge to enhance intensified cybersecurity frameworks and
the developing acceptance of Al systems in digital domain. According to current studies [5], cybercrime is
expected to cost $10.5 trillion a year by 2025, establishing it as one of the world’s most lucrative criminal
enterprises. The ability of artificial intelligence (Al) to perform real-time analysis, automated detection and
predictive modeling in areas like intrusion detection, malware analysis and phishing prevention has made it
indispensable in the battle against these threats.

But these Al systems ironically find themselves under attack from adversarial machine learning
(AML) techniques, which attackers use to subtly alter input data to trick the model. This is particularly risky
in the case of critical infrastructure such as Industrial Control Systems (ICS) or Internet of Things (IoT)
systems, where disruption may have an impact that ranges from service denial to privacy leaking or life-
threatening situation [6]. Recent case studies demonstrate how minor changes to network packets or virus
signatures can totally evade detection by conventional Al algorithms. These developments call for a deeper
dive into the pros and cons of Al in cybersecurity. Hence, this paper further enhances the current techniques -
i.e., MalConv and LGBM - in order to evaluate the Al performance in adversarial and real-world cyber risk
analysis environments.
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An adversarial instance is a model trained using machine learning input that has been purposefully
created by an attacker to make the model incorrect. A black-box assault is a situation in which the perpetrator
typically does not have access to the computational infrastructure of the machine-learning algorithm that is
being targeted. The concept of "transferability," which states that a parameter intended to mislead one
machine learning model can cause an analogous outcome in another, can be used by hackers to imitate a
white-box assault. In order to demonstrate performance across a broad range of potential systems, we build a
white-box assault in this study by comparing our samples to several machine learning algorithms. Network
intrusion prevention systems, or NIDS, keep an eye on network traffic in order to spot unusual activity,
including host or server intrusions. By training on both regular and attack traffic, machine learning
algorithms have the advantage of being able to identify new differences in network traffic [7].

The conventional method of creating an NIDS depends on a skilled human analyst who documents
the rules that define typical activity and intruders. Because human engagement is often insufficient in
detecting novel incursions and because it is desirable to lessen the workload of analysts, machine learning
models are included into NIDS to streamline processes and increase human involvement [8]. This work's
appraisal investigation specifically examined two well-known predictive algorithmic learning scenarios:
MalConv and LGBM. One such CNN framework is MalConvbyte-based. An integrating layer and many
convolutional layers are used to learn pertinent characteristics for the ultimate classification, which is carried
out using a sigmoid function, using the raw data from Windows PE archives. A Light Gradient-Boosted
Decision Tree Model called LGBM was developed using conceptually rich features—also known as designed
features—that were taken from PE files via static evaluation [9].

The current study was strengthened by the observation of a recent increase in Windows PE malware
activity, even though a number of machine learning models have recently demonstrated improved
performance in identifying Windows PE malware. Adversarial samples may be able to affect machine
learning algorithms, which may have contributed to the recent spike of Windows PE malware. This provides
the ethical foundation for research on adversarial instruction in malware detection since a better
comprehension of adversarial malware might be required to mitigate the impact of attackers who use
adversarial learning to create harmful code [10]. In this context, cybersecurity professionals who want to
learn how to enhance the functionality and the defense integrity of anti-malware platforms can access the
findings of an assessment study on the dismissive capability of adversarial Windows PE and the
confrontational training approach [11]. Additionally, this study advanced the necessary accountability of
machine learning algorithms used in a variety of cybersecurity-related fields by concentrating on the
comprehension analysis of the success of the adversarial conditioned method to improve the reliability of
model predictions as well as the performance of the methods used in publications that produce profitable
Windows PE malware [12].

2. RELATED WORKS

Imran et al. [13] proposed assessing machine learning systems for Windows PE Virus Detection
against realistic adversarial assaults. The ease with which adversarial attacks can deceive machine learning
techniques used to build decision models is a significant drawback. Attack samples created by meticulously
modifying the samples during testing in order to compromise the integrity of the model by resulting in
incorrect detections are known as adversarial attacks. This paper investigates the performance of two
machine learning simulations, MalConv and LGBM, in identifying malicious material in Windows Pocket
Executable (PE) when exposed to five realistic target-based hostile attacks: GAMMA, Expand, Full DOS,
Shift, and FGSM cushioning + slack. Specifically, the CNN network MalConv was trained with raw bytes
from Windows PE files. LGBM is a Gradient-Boosted Decision Tree framework that learns on attributes
extracted from statically analyzed Windows PE packages. Therefore, the main contributions of this essay are
as follows: (1) By expanding the size of the assessment dataset, we go beyond current machine learning
research that typically takes into account limited datasets to investigate the evasion capability of cutting-edge
Windows PE attack techniques. (2) As far as we are aware, this is the first exploration investigation that
shows how the antagonistic attack techniques in question alter Windows PE malware in order to trick a
powerful decision model. (3) We investigate how well the adversarial training approach protects efficient
decision models from adversarial PE Windows malware files created using the aforementioned attack
techniques. The purpose of this justification analysis was to look into potential connections between the
offensive possible of attack tactics and modifications seen in decision-making justifications.

Vitorino et al. [14] introduced Adaptive perturbation patterns: Realistic adversarial learning for
robust intrusion detection. Machine learning and the infrastructures that depend on it are seriously threatened
by adversarial assaults. Examples of aggressive cyberattacks that can avoid identification are particularly
worrisome in the field of protection. However, a tabular data example made for a certain column must be
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realistic in that field. In order to meet these restrictions in a gray-box context, this paper provides the
Adaptative disruption Pattern Method and identifies the basic restriction levels needed to create realism. To
provide legitimate and cohesive data interruptions, A2PM uses structural repeats that are specifically tailored
to the traits of each class. The proposed method was evaluated by a cybersecurity scenario assessment that
included two scenarios: enterprise and Internet of Things (IoT) networks. The CIC-IDS2017 and loT-23
datasets were used to create MLP and RF learners with traditional and adversarial instruction. The machine
learning models were subjected to both directed and unplanned assaults in each scenario, and the realism of
the created examples was measured by comparing them with the originally generated network traffic flows.
The outcomes obtained show that A2PM can generate convincing hostile scenarios in a modular manner,
which might be useful for conflict resolution and learning.

Anthi et al. [15] presented hostile assaults on industrial control systems' machine learning
cybersecurity defenses. The creation and application of machine learning-based IDS has increased the
adaptability and effectiveness of manual detection of computer crimes in ICS. However, the introduction of
these IDSs has also created a new attack vector: cyberattacks, also known as aggressive AML, might target
the learning models. Because attackers may be able to get past the IDS, such assaults could have serious
repercussions for ICS models. Delays in detecting attacks could result in losses in revenue, destruction of
infrastructure, and even fatalities. By creating adversarial samples employing the Jacobian-based Saliency
Mapping approach and examining classification behaviors, this work investigates how adversarial learning
might be applied to recognized classifiers. Primarily utilized autonomous machine learning classifications
were trained and tested on a genuine electrical system database in order to assist with the investigations
described here. Additionally, this approach takes into account hypotheses and achievable adversary
architecture. In order to create competition samples with a variety of variations that alter the quantity of
cacophony and the total number of characteristics to perturb, the testing information was fed into a JSSMA.
These samples were compared to Random Forest and J48, two of the top-performing classifiers. When hostile
data were included, both models' general performance in classification dropped by 6 and 11 percentage points
respectively.

Alhajjar et al. [16] developed in network intrusion detection systems, adversarial machine learning
is used. Adversarial examples are intentionally created inputs that an attacker uses to deceive a machine
learning system into producing a false output. In a variety of domains, such as picture identification, language
recognition, and spam detection, these instances have demonstrated outstanding performance. This study
looks at the nature of the adversarial problem in NIDS. We concentrate on the attack viewpoint, which covers
methods for creating antagonistic instances that can avoid various artificial intelligence models. In particular,
we investigate the use of deep learning (creating adversarial networks) and evolutionary computational
techniques (particle swarm management and genetic algorithms) as instruments for the creation of adversarial
examples. Our computational experiment's primary objective was to modify malicious traffic so that it would
not be detected by NIDS, or to "trick" machine learning systems into considering it normal. The effectiveness
of the conflicting scenarios produced by the PSO algorithm when used in the UNSW-NB15 data collection
served as one illustration of this finding. This result might be seen as more proof of the compatibility
phenomena that were initially mentioned in the contexts of detection of network attacks and detection of
images.

Yaseen [17] developed Al-powered threat identification and reaction: A revolution in cybersecurity
examining the ways Al is changing cybersecurity, the research paper explores this topic. This paper
highlights the importance and reach of Al by examining its historical background and development in the
cybersecurity space. While the approach describes study design, information sources, neural network
algorithms, and evaluation measures, the mathematical foundations clarify Al and machine learning ideas.
The study examines how Al, including predictive algorithms and emergency management procedures, can be
used in threat identification and mitigation. Ethical issues, technical constraints, prejudices, and possible
weaknesses in Al models are among the difficulties. Prospective paths provide suggestions for additional
research while highlighting fresh developments. Additionally, it demonstrated Al's adaptability and
predictive abilities, which are crucial for investigating the particular threat environment. The investigation
clarified the evolution of intelligent computers in cybersecurity, showing the shift from traditional security
measures to preemptive computer-based information-driven methods. The introduction of artificial
intelligence has changed the fundamental structure of cybersecurity techniques, fostering an environment in
which systems autonomously learn, anticipate, and adapt to combat the evolving threat landscape. The
combination of cybersecurity and simulated intelligence suggests both a significant shift in the act protecting
against cyber threats and a mechanical advancement. The actions taken in this analysis demonstrate how
crucial computer-based intelligence is to bolstering digital security.
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3. METHODOLOGY

We provide a technical explanation of the characteristics of the data sets that we used in our studies
in this section. Next, we go into the specifics of the methods used to generate adversarial examples. This
brings us to our computational setting's layout. There aren't many well-known, publicly accessible labeled
network traffic data sets for security-related research. The two relevant data sets are UNSW-NB15 and NSL-
KDD. The two sets of information contain a range of communications kinds and attack types, including both
dangerous and innocent traffic. Due to variables including size, malicious traffic frequency, and generation
techniques, both sets of information have reliability limits. However, such data sets are frequently used to
assess NIDS that rely on algorithmic learning.
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Figure 2. Basic Al-Based Cyber security Process

To keep the dataset consistent, we put all input records through a multi-step preprocessing system.
First, we cleaned the data to get rid of null values duplicate entries, and inconsistent formatting. We then used
feature engineering to pull out relevant patterns from network traces looking at time, statistics, and behavior.
We normalized features using z-score standardization to cut down on training bias caused by differences in
scale. We also encoded categorical features using one-hot encoding. For time-based logs, we grouped them
into sessions using a sliding window approach to model attack patterns that happen in sequence more.

We put the system into action using Python 3.10 on the Anaconda platform, with key libraries like
scikit-learn, LightGBM, and TensorFlow. We trained and tested all models on a computer with an Intel Core
i7 (11th Gen) processor, 16 GB RAM, and 512 GB SSD running Windows 11. Using GPU speed-up through
CUDA-enabled TensorFlow made training more productive for CNN-based designs like MalConv.

Along with an 80:20 train-test split a stratified 5-fold cross-validation technique was used to
guarantee robustness and generalizability. Performance metrics such as F1-score accuracy precision recall
and AUC-ROC were assessed both prior to and following the application of adversarial perturbations. In
order to replicate black-box and white-box attacks respectively the adversarial samples were created using
the Fast Gradient Sign Method (FGSM) and Jacobian-based Saliency Mapping (JSMA). The robustness
adaptability and detection decay rate of each model under adversarial pressure were assessed by tracking how
it responded to perturbations.

Additionally Explainable Al (XAI) methods like SHAP (SHapley Additive Explanations) and LIME
(Local Interpretable Model-agnostic Explanations) were used to analyze feature contributions and
comprehend model decisions in order to improve interpretability. Security analysts need this interpretability
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in order to verify the judgments of Al-based threat detection systems and guarantee their reliability in
operational settings.

The fundamentals of Al-based cyber security are illustrated in Figure 2. This section provides a brief
overview of the models developed from machine learning, adversarial Windows PE generation techniques,
and XAl approach that we employed to carry out the assessment study that is detailed in this work. We
looked into MalConv and LGBM, two deep learning algorithms that are accessible to the general public.
Employing the labeled PE files from the EMBER information set, these already trained algorithms were
created for PC PE malware identification. While the MalConv models were created using the compressed
byte-based models of PE files, the LGBM model was trained utilizing engineering features that were
obtained through the static analysis of binary PE files.

The graphical illustration of the developed capabilities used to produce the pre-trained LGBM
framework is accessible to everybody along with the machine learning procedure code for reconstructing that
model on any new dataset, even though the compiled form of the EMBER PE files employing to produce the
have been trained MalConv system is not. The power system was subjected to attacks from five different
scenarios in order to produce the malicious data. The following is a description of these attacks:

. Short circuit Issue: This is a power line short, which can happen anywhere along the line. The %
range indicates the location.

. Line upkeep: To do servicing on a particular line, a number of switches are turned off.

. Assault using remote overloading command manipulation: This attack triggers an electrical

circuit to open by sending an instructions to a relay. Only once an intruder has breached external defenses can
it be carried effectively.

. Attack by changing the relay settings: Relays have a distance protection scheme set up. To
prevent the relay from tripping in response to a legitimate instruction or fault, the attacker modifies the
configuration to disable the connection function.

. Attack by data intrusion: By altering factors like the flow of electricity, voltage, and sequential
elements, one can mimic a legitimate malfunction. This attack creates a blackout with the goal of blinding the
attacker.

3.1 Feature Selection

Finding the qualities that best characterize the information being used is crucial for machine learning
categorization tests. In this instance, synchrophasor observations and fundamental network safety methods
are linked to information points in the electrical system information. Using an established time source for
synchronization, a synchrophasor measurement equipment is a device capable of measuring the
electromagnetic waves on a power network. Each of the characteristics in the collection of data are
summarized in Table 1, along with the explanations that go with them. More precisely, each feature's index
has a format of "R#-Signal Reference." The synchrophasor measuring unit's "R" indicates the type of
assessment.

For example, "R1-PAL1:VH" is equivalent to the "Phase A voltage phase angle" as determined by
"PMU R1."The accompanying energy system information was used to test a variety of cutting-edge
classifiers in order to investigate the extent to which automated machine learning techniques can identify
intrusions in an ICS setting.

Table 1. Characteristics that are comprised in the data collection for the electricity network

Feature Description

PM1: V-PM3:V C Component Angle of Electricity

F Relay wavelength

DF Relays and the resulting frequency delta (dF/dt)
PA:Z Look Relay susceptibility

S Status flag

PM7: V-PM9: V Amplitude Brightness of Pos.-Neg.-Zero Current
PA10:VH-PA12:VH Pos.-Neg.-Zero Phase Direction of Electricity
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The accuracy of classification may be harmed or skewed by an unequal distribution of class names
across the dataset being used for training. For adjusting the abundance of categories within the group of
classes, the class rebalancing filter in Weka was used, considering the dataset's notable unequal balance. In
this instance, 13,725 observations of both harmful and innocuous information were included in the training
dataset due to its balance. An arbitrary number of 40% of the malicious packets was chosen in order to create
an appropriate testing population and adhere to pertinent research, where the benign samples dominate the
malicious ones. The experimental dataset's final class label distributions consisted of 8989 benign and 3560
harmful information items.

4. RESULT

Initially, the J48 and trained Random Forest examples shown in this section and were assessed using
the initial testing dataset. Both predictors obtained comparable F1-scores of 0.61 and 0.60. The confusion
matrix displays the differences between the actual and projected classes for every data point in the initially
generated testing dataset. J48 showed a larger percentage of accurate predictions than the model with
Random Forests, which meant that it misclassified the data elements less frequently. Adversarial patterns
were created from all suspicious data points in the testing data using a variety of 6 and y combinations in
order to investigate the effects of various JSMA component configurations on the effectiveness of the
educated classifiers. Models that had been trained were then shown the adversarial samples after they had
been combined with the innocuous assessment indicators.
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Figure 3. Bar plot of heatmap values

The weighted-averaged retention for all adverse variants of the JSMA's 6 and y properties is shown
in Figure 3. The J48 model achieved a drop in Recall throughout most of the 8 and y components when
compared to Random Forest. This could suggest that J48 is more specific, which would lead to the incorrect
classification of harmful information as innocuous. This could suggest that the creation of certain hostile
samples has improved the data points' ability to distinguish within the values being sought.

Seven captures of cyberattacks on a typical enterprise computer network with 25 interacting users
make up CIC-IDS2017 [37]. Denial-of-Service and Brute-Force assaults are among them; the Canadian
Institute for Cybersecurity has recordings of these attacks from July 2017. 10T-23 [38], on the other hand,
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focuses on the developing 10T networks, which feature wireless communication between linked devices. The
Stratosphere Research Laboratory has 23 captures of network data generated by malware assaults that
targeted Internet of Things devices during 2018 and 2019. Lastly, the data was randomly divided into training
and assessment sets using 70% and 30% of the measurements, respectively, using the holdout approach. The
split was carried out using classification to guarantee that the initial class proportions were maintained. In
contrast to the 10T-23 sets, which had four imbalanced classes and about half the structural size with 42
characteristics, 8 mathematical, and 34 categorical, the subsequent CIC-1DS2017 sets had eight mismatched
classifications with 83 capabilities, 58 numbers, and 25 subjective. Following the data preprocessing phase,
the unique features of the datasets were examined in order to determine the specific limitations needed for
every situation and set up the baseline setups for A2PM.

This research then uses adversarial modeling to additionally assess the endurance of certified
machine learning classification tools towards AML. In this case, the initial training dataset includes 10
separate samples of 10% of the contentious data points in the empirical data set that significantly decreased
the effectiveness of the model in order to prevent bias and to take encouragement from the tenfold cross-
validation procedure.
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Figure 4. Average HCPS Performance Score Across Varying Theta Values

The median F1-score for all ten models was then determined and shown in Figure 4. Since the
aggressive datasets created with the chosen 6 and y permutations were not equivalent, they were left out of
the analyses and are therefore shown as black containers. By updating the models using the freshly created
learning data and using the resulting models on all unknown antagonistic samples, the tests were replicated.
The average cross-validating F1-scores for the Random Forest and 87 algorithms were 0.35 and 0.56,
accordingly.
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Impact of Al on Cybersecurity Effectiveness
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Figure 5. Comparison of Cyber security metrics

A comparative analysis of cybersecurity metrics at various Al integration phases is shown in Figure
5. The findings show that as Al deployment increases, threat detection accuracy and response time
significantly improve, while successful assault rates significantly decline.

Convolutional Neural Networks (CNN), Support Vector Machines (SVM), and XGBoost are
examples of standard machine learning and deep learning models frequently used in malware detection tasks.
We compared these models with our proposed MalConv and LGBM models to assess their performance in
adversarial scenarios. F1-score robustness to adversarial attacks (as indicated by the performance decline
following adversarial perturbation) and classification accuracy were the main comparison metrics. The
comparative results are explained in Table 2.

Table 2. Model Performance Comparison under Adversarial Conditions

Model Accuracy (%) F1-Score Robustness (1
Performance Drop)
MalConv 92.3 0.91 12.5%
LGBM 90.6 0.89 9.4%
CNN 88.4 0.87 17.8%
SVM 84.1 0.83 21.3%
XGBoost 89.7 0.88 14.7%

Al-Driven Cyber Risk Assessment: Protecting Against Cyberthreats Determined with Machine Learning
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Performance Comparison of Malware Detection Models
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Figure 6. Model Performance Comparison

Figure 6 portrays the performance comparison of malware detection models. These results show that
MalConvs deep representation learning performs well in categories at the raw byte level but its resilience
deteriorates under certain hostile conditions. In contrast, LGBM which uses manually created static features,
has a slightly lower accuracy but is more resistant to hostile disturbances. The greater performance decay of
conventional models like SVM and CNN further demonstrated the importance of adversarial training and
hybrid ensemble approaches in security-focused applications.

4.1 Adversarial Training Techniques

To strengthen machine learning models against adversarial attacks, various defense mechanisms
have been proposed. Of them, the one that is most popular and powerful is adversarial training. This
approach is based on feeding adversarial examples in the training data, allowing the model to learn how to
detect and tolerate such perturbations. In other words, the model gets used to the possibility of attacks and
can still identify artifacts even if inputs are altered.

Another strong defense exists in the form of defensive distillation, in which a second model is
trained on the soft labels produced by a pretrained model. This mitigates model sensitivity to small input
perturbations and smooths the decision making boundaries, which increases the difficulty for attackers to
locate exploitable gradients. Although defensive distillation works well, it is computationally expensive and
is not as suitable for real-time or large-scale systems.

Input sanitization methods also tried to remove unwanted input noise and to mitigate the adversarial
effectiveness by applied feature squeezing, JPEG compression or dimensionality reduction. These are, so to
say a filter on the data that goes into our model. However, these defenses are not guaranteed to generalize
well to other kinds of attack.

Combining these approaches can significantly bolster defense layers for cybersecurity systems, in
particular adversarial training and ensemble learning. When combined with explainable Al (XAl) and real-
time monitoring those approaches make up a multi-strategy high resiliency prevention defense body that is
able to adapt to the new and changing threat’s landscape.

5. CONCLUSION

The integration of image recognition (Al) into information security has revolutionized digital
defense by enabling aggressive and proactive threat identification. By using machine learning approaches,
organizations may better anticipate cyberthreats such as data theft, denial tactics, and manipulation of Al
systems. This approach raises the overall degree of security and significantly boosts cyber resilience by
identifying vulnerabilities early and responding to threats immediately. The study shows that Al-powered
risk assessment tools provide a major advantage in preventing new threats. Despite these benefits, the
application of Al in digital security faces several major challenges, including moral dilemmas and
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technological limitations. Issues including biased decision-making, privacy issues, and potential Al misuse
need careful consideration. Understanding the benefits and drawbacks of artificial intelligence-powered
solutions is essential for companies trying to strengthen their cybersecurity infrastructures.

By addressing these challenges, companies may effectively use Al to build electronic environments
whose services are more dependable, safe, and trustworthy. Al isn’t a solution, but it’s an essential tool in the
modern defender’s resource — accelerating detection time, predictability and flexibility. For it to truly
flourish academia and industry have to work together to create scalable, resilient, and transparent
cybersecurity mechanisms. Furthermore, it is essential to address ethical issues in the development and use of
Al-powered tools for ensuring there is no unintentional bias, no threat to the privacy of individuals, and to
avoid any damage to public trust in intelligent security systems.

6. FUTURE WORKS AND LIMITATION

The study has some limitations even though the suggested Al-driven models have demonstrated
encouraging outcomes in adversarial malware detection. First and foremost the analysis is limited to
Windows Portable Executable (PE) files which limit the findings applicability to other file formats or
platforms like Linux or mobile devices. Additionally offline datasets were used for the experiments (e. g. A.
EMBER CIC-IDS2017) without taking into account deployment in live environments or real-time streaming
data which could impact scalability and detection latency. Limitations also came from the size and diversity
of the dataset which reduced exposure to new attack methods and zero-day threats. Future research can
investigate federated learning to allow for distributed training across several devices without jeopardizing
data privacy which is especially helpful in multi-enterprise settings. Furthermore by incorporating
Explainable Al (XAIl) methods like SHAP and LIME model predictions may become more interpretable
which would help cybersecurity analysts make better decisions. Finally merging multimodal data sources
such as visuals (e. g. system logs audio alerts etc. A. surveillance feeds) and behavioral patterns—can
strengthen cyber risk assessments resilience across various domains and improve threat context modeling.
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